UNIT - I

INTRODUCTION TO EMBEDDED SYSTEMS

Definition

An embedded system is a special purpose computer system designed to perform certain dedicated functions.  It is usually embedded as part of a complete device including hardware and mechanical parts.






Or

A combination of computer hardware and software, with additional circuitry, designed to perform a dedicated function. 






Or

An embedded system is a combination of hardware and software, which can be embed in another larger system (which may be or may not be a computer system).
Ex:- Television, DVD Player, Camera, Air Conditioner, Fridge, Printer, Fax machine etc.,
Introduction

An embedded system can be defined as a computing device that does a specific focused job.  Appliances such as the air conditioner, VCD Player, DVD player, printer, fax machine, mobile phone etc are examples of embedded systems.  Each of these appliances will have a processor and special hardware along with the embedded software to meet the specific requirement of the application. The embedded software is also called ‘firmware’.
Characteristics of an Embedded System:
· Embedded systems do a very specific task, they cannot be programmed to do 
      different things.
· Embedded systems have very limited resources, particularly the memory.  Generally, they do not have secondary storage devices such as the CDROM or the floppy disk.

· Embedded systems have to work against some deadlines.  A specific job has to be completed within a specific time.  In some embedded systems, called real-time systems, the deadlines are stringent.  Missing a dead line may cause a catastrophe – loss of life or damage to property.

· Embedded systems are constrained for power, as many embedded systems operate through a battery; the power consumption has to be very low.

· Embedded systems need to be highly reliable.  Once in a while, pressing ALT-CTRL-DEL is OK on your desktop, but you cannot afford to reset your embedded system.

· Some embedded systems have to operate in extreme environmental conditions such as very high temperatures and humidity.

· Embedded systems that address the consumer market (for example electronic toys) are very cost-effective.  Even a reduction of $0.1 is lot of cost saving, because thousands or millions systems may be sold.
· Unlike desktop computers in which the hardware platform is dominated by Intel and the operating system is dominated by Microsoft, there is a wide variety of processors and operating systems for the embedded systems.  So, choosing the right platform is the most complex task.
Categories of Embedded Systems

Based on functionality and performance requirements, embedded systems are categorized as :
· Stand-alone Embedded Systems

· Real-time Embedded Systems

· Networked Information Appliances

· Mobile Devices
i) Stand-alone Embedded Systems

As the name implies, stand-alone systems work in stand-alone mode.  They take inputs, process them and produce the desired output.  The input can be electrical signals from transducers or commands from a human being such as the pressing of a button.  The output can be electrical signals to drive another system, an LED display or LCD display for displaying of information to the users.  Embedded systems used in process control, automobiles, consumer electronic items etc. fall into this category.  In a process control system, the inputs are from sensors that convert a physical entity such as temperature or pressure into its equivalent electrical signal.  These electrical signals are processed by the system and the appropriate electrical signals are produced using which an action is taken such  as opening a valve.  
Ex: Digital Camera, Microwave Oven, CD Player, Air conditioner, TV etc.

ii) Real-time Systems

Embedded systems in which some specific work has to be done in a specific time period are called real-time systems.  For example, consider a system that has to open a valve within 30 milliseconds when the humidity crosses a particular threshold.  If the valve is not opened within 30 milliseconds, a catastrophe may occur.  Such systems with strict deadlines are called hard real-time systems.  In some embedded systems, deadlines are imposed, but not adhering to them once in a while may not lead to a catastrophe.  For example, consider a DVD player.  Suppose, you give a command to the DVD player from a remote control, and there is a delay of a few milliseconds in executing that command.  But, this delay won’t lead to a serious implication.  Such systems are called soft real-time systems.


Fig 1 shows a missile that has to track and intercept an enemy aircraft.  The missile contains an embedded system that tracks the aircraft and generates a control signal that will launch the missile.  If there is a delay in tracking the aircraft and if the missile misses the deadline, the enemy aircraft may drop a bomb and cause loss of many lives.  Hence, this system is a hard real-time embedded system.
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                                       Fig 1: Hard Real-Time Embedded System
iii) Networked Information Appliances

Embedded systems that are provided with network interfaces and accessed by networks such as Local Area Network or the Internet are called networked information appliances.  Such embedded systems are connected to a network, typically a network running TCP/IP (Transmission Control Protocol/Internet Protocol) protocol suite, such as the Internet or a company’s Intranet.  These systems have emerged in recent years.  These systems run the protocol TCP/IP stack and get connected through PPP or Ethernet to an network and communicate with other nodes in the network.  Here are some examples of such systems

· A networked process control system consists of a number of embedded systems connected as a local area network.  Each embedded system can send real-time data to a central location from where the entire process control system can be monitored.  The monitoring can be done using a web browser such as the Internet Explorer.

· A web camera can be connected to the Internet.  The web camera can send pictures in real-time to any computer connected to the Internet.  In such a case, the web camera has to run the HTTP server software in addition to the TCP/IP protocol stack.

· The door lock of your home can be a small embedded system with TCP/IP and HTTP server software running on it.  When your children stand in front of the door lock after they return from school, the web camera in the door-lock will send an alert to your desktop over the Internet and then you can open the door-lock through   a click of the mouse.
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                                                Fig 2: Networked Information Appliance

Fig 2 shows a weather monitoring system connected to the Internet.  TCP/IP protocol suite and HTTP web server software will be running on this system.   Any computer connected to the Internet can access this system to obtain real-time weather information.  The networked information appliances need to run the complete TCP/IP protocol stack including the application layer protocols.  If the appliance has to provide information over the Internet, HTTP web server software also needs to run on the system.

iv) Mobile Devices

Mobile devices such as mobile phones, Personal Digital Assistants (PDAs), smart phones etc. are a special category of embedded systems.  Though the PDAs do many general purpose tasks, they need to be designed just like the ‘conventional’ embedded systems.  The limitations of the mobile devices – memory constraints, small size, lack of good user interfaces such as full fledged keyboard and display etc. are same as those found in the embedded systems discussed above.  Hence, mobile devices are considered as embedded systems.  However, the PDAs are now capable of supporting general purpose application software such as word processors, games, etc.

Overview of Embedded System Architecture
Every embedded system consists of custom-built hardware, which built around a Central Processing Unit (CPU).  This hardware also contains memory chips onto which the software is loaded.  The software residing on the memory chip is also called the ‘firmware’.  The embedded system architecture can be represented as a layered architecture as shown in Fig 3.  The operating system runs above the hardware, and the application software runs above the operating system.  The same architecture is applicable to any computer including a desktop computer.  However, there are significant differences.  It is not compulsory to have an operating system in every embedded system.  For small appliances such as remote control units, air-conditioners, toys etc., there is no need fir an operating system and we can write only the software specific to that application.  For applications involving complex processing, it is advisable to have an operating system.  In such a case, you need to integrate the application software with the operating system and then transfer the entire software on to the memory chip.  Once the software is transferred to the memory chip, the software will continue to run for a long time and you don’t need to reload new software.
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Fig 3: Layered architecture of an Embedded System
Simplified Hardware Architecture of an Embedded System
Now let us see the details of the various building blocks of the hardware of an embedded system.  As shown in Fig 4, the building blocks are 

· Central Processing Unit (CPU)

· Memory (Read only memory and Random access memory)

· Input Devices

· Output Devices

· Communication interfaces

· Application specific circuitry

i) Central Processing Unit (CPU)
The Central Processing Unit (Processor, in short) can be any of the following: microcontroller, microprocessor or Digital signal processor (DSP).  A micro-controller is a low-cost processor.  Its main attraction is that on the chip itself, there will be many other components such as memory, serial communication interface, analog to digital converter etc.  So, for small applications, a microcontroller is the best choice as the number of external components required will be very less.  On the other hand, microprocessors are more powerful, but you need to use many external components with them.  DSP is used mainly for applications in which signal processing is involved such as audio and video processing.

[image: image4.png]Input
Devices

—)

Read-Only Random
Mooy Access
Memory
Central Processing Output
Unit (CPU) Devices
Cormrication

Application-specific Circuitry

Tnterfaces





Fig 4: Simplified Hardware Architecture of an Embedded System

ii) Memory
The memory is categorized as Random access memory (RAM) and Read only memory (ROM).  The contents of the RAM will be erased if power is switched off to the chip, whereas ROM retains the contents even if the power is switched off.  So, the firmware is stored in the ROM.  When power is switched on, the processor reads the ROM, the program is transferred to RAM and the program is executed.

iii) Input Devices
Unlike desktops, the input devices to an embedded system have very limited capability.  There will be no keyboard or a mouse, and hence interacting with the embedded system is no easy task.  Many embedded systems will have a small keypad – you press one key to give a specific command.  A keypad may be used to input only the digits.  Many embedded systems used in process control do not have any input device for user interaction; they take inputs from sensors or transducers and produce electrical signals that are in turn fed to other systems.

iv) Output Devices
The Output devices of the embedded systems also have very limited capability.  Some embedded systems will have a few Light Emitting Diodes (LEDs) to indicate the health status of the system modules, or for visual indication alarms.  A small Liquid crystal display (LCD) may also be used to display some important parameters.

v) Communication Interfaces
The embedded systems may need to interact with other embedded systems or they may have to transmit data to a desktop.  To facilitate this, the embedded systems are provided with one or a few communication interfaces such as RS232, RS422, RS485, Universal Serial Bus (USB), IEEE 1394, Ethernet etc.

vi) Application-specific Circuitry
Sensors, transducers, special processing and control circuitry may be required for an embedded system, depending on its application. This circuitry interacts with the processor to carry out the necessary work. 


The entire hardware has to be given power supply either through the 230 volts main supply or through a battery.  The hardware has to be designed in such a way that the power consumption is minimized.

Specialities of an Embedded System
As compared to desktop computers, workstations or mainframes, embedded systems have many specialities.  Developers need to keep these specialities in mind while designing embedded systems.

vii) Reliability
Reliability is of supreme importance in embedded systems.  They should continue to work of thousands of hours without break.  Many embedded systems used in industrial control are inaccessible.  They are hidden in some other large sized equipment, hence there will not be a reset button on such systems.  So, the design of the embedded system should be such that in case the system has to be reset, the reset should be done automatically.  Special hardware /software needs to be built into the system to take care of it.  This special module is known as watchdog timer.

Many embedded systems used in industrial automation and defence equipment need to work in extreme environmental conditions such as very high/low temperatures, high humidity. Besides, they should be able to withstand bump and vibrations.  Hence very severe environmental specifications have to be met by such systems.  The ability to work reliably in extreme environmental conditions is known as ruggedness.  Not only the military equipment, even the consumer appliances such as the mobile phone need to be very rugged.  Many people keep dropping their mobile phone on the floor, but still it works because it is very rugged.
ii) Performance
Many embedded systems have time constraints.  For instance, in a process control system, a constraint can be : “if the temperature exceeds 40 degrees, open a valve within 10 milliseconds.”  The system must meet such dead lines.  If the deadlines are missed, it may result in a catastrophe.  You can imagine the damage that can be done if such deadlines are not met in a safety system of a nuclear plant.
iii) Power consumption
Most of the embedded systems operate through a battery.  To reduce the battery drain and avoid frequent recharging of the battery, the power consumption of the embedded system has to be very low.  To reduce power consumption such hardware components should be used that consume less power.  Besides, emphasis should be on reducing the components count of the hardware.  To reduce component count, the hardware designers have the option of using Programmable Logic Devices (PLDs) and Field Programmable Gate Arrays (FPGAs).  Reducing the component count apart from reducing the power consumption also increases the reliability of the system.

iv) Cost

For embedded systems used in safety applications of a nuclear plant or in a spacecraft, cost may not be a very important factor.  However, for embedded systems used in consumer electronics or office automation, the cost is of utmost importance.  Suppose you designed a toy in which the electronics will cost 20 dollars.  By a careful analysis of the design, if you can find a way to reduce the cost to 19 dollars, it will be a great job.  When you sell 10 million toys, the cost reduction is 10 million dollars.
v) Size

Size is certainly a factor for many embedded systems.  Wo do not like a mobile phone that has to be carried on our backs.  The size and the weight are important parameters in embedded systems used in aircraft, spacecraft, missiles etc., because in such cases, every inch and every gram matters.  To reduce the size and the weight, again the hardware engineers have to design their boards by reducing the component count to the maximum possible extent.  
vi) Limited User Interface
Unlike desktops, which have full-fledged input/output devices, embedded systems do not have sophisticated interfaces for input and output.  Some embedded systems do not have any user interface at all.  They take electrical signals as input and produce electrical signals as output.  In many embedded systems, the input is through a small function keypad or a set of buttons.  The output is displayed either on a set of LEDs or a small LCD.  
vii) Software Upgradation facility
Embedded systems are meant for a very specific task.  So, once the software is transferred to the embedded system, the same software will run throughout its life. However, in some cases, it may be necessary to upgrade the software.  Consider the example of PCO (Public Call Office).  At the PCO, an embedded system is used which displays the amount to be paid by a telephone user.  The amount is calculated by the firmware, based on the calling number and the duration of the call.  From time to time, the telecom operator will change the algorithm for the calculation of the bill amount.  So, every time there is a tariff change, the PCO operator has to replace the program stored in the memory of the embedded system with new program.  This is very awkward, considering that a memory chip will have to be replaced in thousands of PCOs.  Nowadays, software upgradation is done by downloading the software onto the embedded system through a network connection.
UNIT – II

ARCHITECTURE OF EMBEDDED SYSTEMS
Hardware architecture of an Embedded System :
The various building block of embedded system hardware are shown in Fig. 1. These building blocks are explained as follows.
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                  Fig 1. Building blocks of the Hardware in an embedded system
i) Central Processing Unit 
The central processing unit (CPU) used in an embedded system can be one of the following two categories:
· General Purpose Processor (GPP)

· Digital Signal Processor (DSP)

The GPPs are further classified as microcontrollers and microprocessors.  As we know that, a microcontroller has memory and other peripherals on the chip itself, hence, it is the best choice for small embedded systems.  On the other hand, a microprocessor is more powerful but requires a large number of external components. The internal architecture of processor is shown in the Fig.2.
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Fig. 2. Internal Architecture of a Processor

The CPU consists of
· Arithmetic Logic Unit (ALU) which performs arithmetic and logic operations (such as add, multiply, subtract, etc)

· General purpose registers constitute the processors internal memory.  The number of registers varies from processor to processor.  Registers contain the current data and operands that are being manipulated by the processor.  When a processor is referred to as of 8-bits, 16-bits etc, it refers to the width of the registers.
· Control unit that fetches the instructions from memory, decodes them and executes them.  A control unit consists of 

· Instruction pointer that points to the next instruction to be executed.   

      Instruction pointer is also called program counter.
· Stack pointer that points to the stack in the memory.  In the external memory, the processor implements a stack.  When required, the contents of registers are transferred to this stack.  The processor keeps track of the next free location in the stack through stack pointer.
· Instruction decoder that decodes the instructions.

· Memory address register and Memory data register.

ii) Memory
The memory is divided into two categories: program memory and data memory.  The program memory stores the firmware permanently whereas data memory contents are erased when power is switched off.  Both program memory and data memory can be internal to the processor (as in the case of microcontroller) or it can be external memory.  

In a micro-controller, both program memory and data memory are on chip.  However, if the capacity of the internal memory is not sufficient, you can use external memory chips to increase the memory capacity.

Memory chips are classified as:

· Random Access Memory (RAM)

· Read Only Memory (ROM)

· Hybrid Memory

Random Access Memory (RAM)

In RAM, the memory locations can be accessed randomly.  RAM is a read-write chip as you can perform both read and write operations on it.  RAM is of two types : Static RAM (SRAM) and Dynamic RAM (DRAM). SRAM loses its contents the moment power is switched off to the chip.  DRAM retains its contents for a fraction of a second even if power is supplied continuously to the chip.  To keep its contents intact, DRAM has to be refreshed periodically.  A DRAM controller is used to carry out this operation.  SRAM is faster and consumes less power.  The main attraction of DRAM is that it is very cheap and hence it is used when a high capacity RAM is required but the chip has to be of low cost.  DRAM is used in handheld computers.
Read Only Memory (ROM)

ROM is used to store the firmware in embedded systems because it retains its contents even if power is switched off.  Some ROMs are fused in the factory, i.e, data is written in the factory and then shipped.  A variety of ROMs are available with different capabilities.  These are Programmable ROM and Erasable Programmable ROM.
Programmable ROM (PROM) 

PROM devices can be programmed only once.  When your firmware is ready, put it on the PROM and then mount the device on your embedded system.

Erasable Programmable ROM (EPROM) 

EPROM can be programmed many times.  To write data into EPROM, you need an EPROM Programmer.  Also, you need a tool called EPROM Eraser to erase the contents.  An EPROM Eraser applies Ultra Violet (UV) radiation to the device to erase the contents.

Hybrid Memory Devices

Electrically Erasable PROM (EEPROM)

EEPROM is similar to EPROM but its contents can be erased by applying electrical signal to one of the pins of the device.

Non-volatile RAM

Non-Volatile RAM is SRAM with a battery backup.  So, even if power is switched off, the battery will ensure that the contents are not erased.

Flash Memory
Flash memory is type of EEPROM.  These low cost chips are characterized by their fast read quality.  The memory is divided into sectors or blocks.  Typical sector size is 256 bytes to 16 KB.  Each sector is an erasable unit.  When erased, the bits in that sector are set to 1.  As it is electrically erasable, contents of the flash memory can be updated in the embedded system.  Flash memory is nowadays extensively used in embedded systems for storing the firmware.
Clock Circuitry
The processor has to be given the clock input to one of the pins.  To generate the clock signal, a crystal and oscillator are required.  For some processors, the oscillator circuitry is in-built, only external crystal has to be added to generate the clock signal.  Real time clock (RTC) keeps track of the date and time.

All processor events are related to the clock.  The higher the clock frequency, the higher the speed of the processor.  However, different processors cannot be compared based on clock speed alone.  One processor may take one clock cycle for executing an instruction, whereas another processor may take 16 clock cycles to execute the same instruction.

Watch Dog Timer / Reset Circuitry
Most embedded systems do not have a reset button.  Due to some software or hardware error, a need may arise to reset the processor.  The watchdog timer does the resetting.  A timer is set to a large value and it is decremented slowly.  If the timer value reaches zero, the processor is reset through a reset signal.  If everything is going on fine, intermittently, the timer value is again set to the large value.


If a reset button is provided in an embedded system, on pressing the button, a reset signal is sent to the processor.  Alternatively, the processor sends a periodic signal to the reset circuit indicating that it is healthy.  If the reset circuitry does not receive this signal, then the processor is reset.
Chip Select
As many peripherals (different memory chips and input/output devices) share a common bus, the processor must be able to uniquely identify a peripheral to communicate with it.  The processor performs this identification using a signal called chip select (CS).  The chip select signal is available to all the peripherals connected to the bus.

Input/Output Devices
Sensors and Transducers
Embedded systems need to convert real life information into equivalent electrical signals.  This is achieved through sensors and transducers.  Some important sensors and transducers are listed below.

· Temperature sensors convert the temperature into an equivalent electrical voltage.  The output of the sensor is a signal whose voltage level is proportional to the temperature. Measurement of temperatures in air conditioners, boilers, coffins etc is done through this sensor. Ex: LM35, SHT11, AD22100 etc.

· Light sensors convert the light intensity into an equivalent electrical voltage.  The output of the sensor, the voltage level, is proportional to the light incident on the sensor.  The light is sensed through a photodiode, and an in-built amplifier amplifies the voltage level.  An example is Texas Advanced Optical Solutions TAOS TSL250R.

· Accelerometer converts the acceleration into voltage.  The voltage is proportional to the acceleration of a vehicle.  ADXL 150/250 does this job.

· Pressure sensors convert the pressure level to voltage level.  Pressure sensors are used in blood pressure equipment, and to measure altitude of aircraft, ocean depth etc. MPXA 6115A is an example.

· Microphone and speakers : Microphone converts the acoustic energy into a voltage signal.  When you speak into a microphone, the output of the microphone is an electrical signal with continuously varying amplitude.  The speakers convert the electrical signal back into acoustic waves.
· Video camera and monitor : The real life image or scenery is converted into electrical signal using a video camera.  The video camera output is a continuously varying electrical signal.  The electrical signal is converted back to the image on a monitor.
ADC and DAC
The electrical signals produced by the sensors and transducers are analog signals.  Their amplitude continuously varies with time.  However, the computing devices are digital.  They can process only digital data.  Hence, we need to convert the analog signals into digital data. 

The analog signals produced by sensors and transducers have one important characteristic i.e. bandwidth. The bandwidth of a signal is the highest significant frequency component present in the signal.  For instance, voice signals have a bandwidth of 4 KHz, i.e., the frequency components above 4 KHz are insignificant.
The analog signal can be converted into digital format in two stages: sampling and quantization.  In sampling, the amplitude levels of the signal are measured at regular intervals.  In quantization, the sampled value is converted into a number.  Nyquist theorem provides the number of samples required to correctly represent an analog signal. If the bandwidth of a signal is B Hz , the number of samples required per second (called the sampling rate) should be at least 2B.  So, for voice signals with a bandwidth of 4 KHz, the minimum sampling rate is 8000 samples per second.  These samples are quantized by dividing the complete range of amplitudes into say 256 levels.  These levels are quantization levels.  To represent the 256 levels, 8 bits are required.  Hence, to represent each sample value, 8 bits are required.  To represent 4096 levels, 12 bits are required.
This process of sampling and quantization is done through analog to digital converter (ADC) chips.  The reverse process of converting the digital signal to analog signal is done through Digital to Analog converter (DAC). 
Function Keypad
Based on the application, an embedded system has to be provided with a function keypad to input data and/or commands.  A representative function keypad is shown in Fig 3.  This keypad has been designed to do the functions of controlling a tape recorder.  It has various buttons for play, record, pause, fast forward, go to first file, go to last file etc.,  Based on the application needs, you need to design your keypad and interface it to the processor circuitry.
[image: image7.png]>

if

«





Fig 3. Function keypad for Tape-Recorder functionality

Light Emitting Diodes (LEDs)
LEDs are the most widely used output devices in embedded systems.  Red, green and yellow LEDs are used for status display as well as for indications of visual alarms for such events as power supply failure.  Blue and white LEDs are also available, but they are very expensive.
Liquid Crystal Displays (LCDs)

In LCD, liquid crystal solution is sandwiched by two sheets for polarizing material.  LCD is used  to display the status information or to display prompts to the user.  The display can be as small as 1 line with 8 characters.  Other displays used in embedded systems can be of 6.4 inch or 8.4 inch etc.  The diagonal distance is indicated as display size.  Resolution can be 640 x 480 or 1024 x 768 etc.  The display driver circuitry is connected to the processor.  
Communication Interfaces
For embedded systems to interact with the external world, a number of communication interfaces are provided.  These are

· Serial interface using RS232

· Serial interface using RS422/RS485

· Universal Serial Bus (USB)

· Infrared

· Ethernet

· Wireless interface based on IEEE 802.11 Wireless LAN standard

· Bluetooth radio interface
Debug Port
Debugging a processor based board is very difficult.  Earlier, many processor manufacturers provide proprietary interfaces to do the debugging.  Joint Test Access Group (JTAG) standardized a mechanism for providing the debugging through a port called JTAG port.  JTAG port provides access to the internals of the processor.  The standard IEEE 1149.1a-1993 (Standard Test Access Port and Boundary Scan Architecture) give the details of the protocols used in JTAG port.

Using a technique known as Boundary Scan, the connections between the processor and the memory/peripherals can be probed by given appropriate signals at the output pins and reading the response from input pins.

JTAG port consists of 4 signals :

· Test Data Input (TDI)

· Test Data Output (TDO)

· Test Mode Select (TMS)

· Test Clock (TCK)

JTAG port is like a synchronous serial interface.  JTAG port can also be used to download the software onto the embedded system.
Power Supply Unit

An embedded system operates either through a 230V mains supply or through a battery.  Since the components in the embedded system require different DC voltages such as +12 volts, -12 volts, +5 volts, +3.3 volts etc., a power supply unit (PSU) is required which provides stable DC voltages from the mains or battery.  An AC adapter converts the mains supply to +5volts to +12volts DC supply giving a current up to 500mA.  The batteries give different voltages, but the output is not stable and the power supply unit has to derive the necessary voltages from this DC voltage.  Voltage regulators are used for this purpose.  The input to a voltage regulator is a range of DC voltages and the output is stable fixed voltage.
Software Architecture
The software in an embedded system consists of an operating system and the application software.  The operating system is optional, if it is not present, you need to write your own software routines to access the hardware.


As embedded systems are constrained for memory, we cannot use an operating system such as Windows or Unix on them.  But still, we need the services provided by an operating system.  
Operating System

 Every computing device, whether it is a mainframe, desktop computer or an embedded system, needs a piece of software using which the user interacts with the hardware.  This software is the operating system (OS).  When the computer is switched on, first the OS is loaded into the main memory (RAM).  When we invoke an application, say, word processing software, this application is loaded into the RAM.


We can use the computer for doing different things simultaneously  such as word processing, downloading the email etc.  Each job is done by invoking an application software package.  To write an application software package, we divide the job into different smaller jobs, write the code for each smaller job and then combine the entire code.  In case of a desktop system, each job is called a “process” and in an embedded system, each job is called a “task”.  Each task needs memory and needs to access I/O devices.  Managing these multiple tasks is done by the OS.  An OS has to do the following functions :

· Process/task management

· Memory management

· Input/Output management 

· Providing services to the applications

· Providing a user interface   
Services Provided by an Operating System
In embedded systems, the OS provides the same services as in desktop computers.  However, as compared to desktops, embedded systems have special requirements as described below:

Reliability
The OS in an embedded system has to be very reliable.  If the system has to have an availability of 99.999% of the time, the downtime per year is just about 5 minutes.

Multitasking with time constraints

Embedded systems need to support multitasking.  All operating systems used in embedded systems support this feature.  But then, the task management has to be done efficiently to meet the real-time performance requirements.  Desktop operating systems do not support real-time requirements whereas embedded systems must meet definite deadlines for some tasks.

Small footprint

As the memory devices have limited capacity in embedded systems, they have little memory for the OS.  Many frills provided by operating systems such as windows are not provided in embedded operating systems.  The memory occupied by the operating system is known as the ‘footprint’.  The footprint should be very small for an embedded OS.

Support for diskless systems

Unlike the desktop computers, embedded systems may not have secondary storage such as hard disk or CD-ROM.  The embedded OS along with application software will reside on a memory chip.  File system management is not mandatory in embedded systems.  However, if the application demands a file system, you can create a small file system on the flash memory.

Portability

A variety of processors are available for developing embedded systems unlike desktop computers whose processors are predominantly the Intel family processors.  So, an important requirement of embedded operating systems is portability.

Scalability

The embedded operating systems may be used on an 8-bit microcontroller or a powerful 16-bit microprocessor.  So, scalability is very important for embedded operating systems.

Support for standard API

Application software is developed using the Application Programming Interface (API) of the operating system.  API is a set of function calls.  An application developed for one OS may not be portable to another OS.  To achieve probability, IEEE standardized the API called Portable Operating System Interface (POSIX).  Operating systems used in embedded systems must comply with this standard.

Architecture of Embedded Operating Systems


The architecture of an embedded operating system is shown in fig.4. The software in an embedded system can be divided into the operating system and the applications software.  The in-between layer, the Application Programming Interface (API), is used by the developers to write the application software.  API provides the function calls to access the operating system services.
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                                Fig.4. Software Architecture of an Embedded System

The operating system consists of

· Kernel 

· Device manager

· Networking protocol software

· Libraries

· File system (Optional)

Kernel : Kernel is the heart of the operating system.  Kernel manages the tasks to achieve the desired performance of the embedded system.  To manage the tasks, the important requirements are schedule the tasks and to provide inter task communication facilities.  To achieve these two requirements, kernel objects are defined such as tasks, mutexes, ISRs, events message boxes, mail boxes, pipes and timers.  Kernel provides the memory management services, time management services, interrupt handling services and device management services.

Device manager: The I/O devices are used to send/receive data from the embedded system.  The OS manages the I/O devices through interrupts and device drivers.  Device drivers provide the necessary interface between the application and the hardware.

Communication protocol software: If the embedded system has communication interfaces such as Ethernet, USB etc., the upper layer protocols such as TCP/IP stack need to be integrated with the OS.  Then the embedded system can be network-enabled.

Libraries: The operating system may have some C/C++ library files in object code, which can be used through the API calls.

File system: Most of the embedded systems do not have a secondary storage.  In such cases, the ROM is used to store the program.  In case a file system is required, a small file system can be developed on Flash memory.  Some embedded systems may use a secondary storage just for booting.  For example, an Internet kiosk may use a CD-ROM for initial bootup.
UNIT – III

RECENT TRENDS IN EMBEDDED SYSTEMS
Recent trends in Embedded systems

In olden days, developing embedded systems was confined to a very few ‘specialists’.  Most of the embedded software was written only in assembly language and hence writing, debugging and maintaining the code were very difficult and time consuming.  With the availability of powerful processors and advanced development tools, embedded   software development is not difficult.      
i) Processor Power          

The growing importance of embedded systems can be gauged by the availability of processors.  About 150 varieties of processors are available from around 50 semiconductor vendors.  Powerful 8-bit, 16-bit, 32-bit, 64-bit microcontrollers and microprocessors are available to cater to the different market segments.  The clock speed and the memory addressing capability of these processors are also increasing.  Very powerful Digital Signal Processors are also available for real time analysis of audio and video signals.
ii) Memory
The cost of memory chips is reducing day by day.  As a result, the embedded systems can be made functionally rich by incorporating additional features such as networking protocols and even graphical user interfaces.  The cost of memory chips used to discourage developers from porting an operating system onto the target hardware.  As the memory chips are becoming cheaper, porting an operating system is no longer an issue.  Now wristwatches with embedded Linux operating system are available.

iii) Operating Systems
Unlike the desktops on which the options for an operating system are limited (predominantly, windows), a variety of operating systems (such as Embedded Linux, Embedded NT, Windows XP Embedded etc)   are available which can be ported onto the embedded system.  The main advantage of embedding an operating system is that the software development will be very fast and maintaining the code is very easy.  The software can be developed in a high level language such as C.  So, time to market the system gets reduced.  If real time performance is required, a real-time operating system can be used such as VxWorks, RTLinux etc.  
iv) Communication Interfaces and Networking Capability
With the availability of low cost chips, embedded systems can be provided networking capability through communication interfaces such as Ethernet, 802.11 wireless LAN, and Infrared.  Network enabling of an embedded system has many advantages : it can be accessed over a network for remote control or monitoring.  Besides, upgrading the embedded software is very easy as the new version can be uploaded through the network interface.  Due to the enhanced memory capacities of the embedded systems, TCP/IP protocol stack and the HTTP server software can also be ported onto the system and such systems can be accessed over the Internet from anywhere on the earth.   
v) Programming Languages
Development of embedded software was done mostly in assembly languages.  However, due to the availability of cross-compilers, most of the development is now done in high level languages such as C, C++ and Java.  The main attraction of Java is its platform independence.  In fact, the development of Java programming language was initiated mainly to address the embedded system market.  Many exciting applications are possible by having a Java Virtual Machine in an embedded system.  It enables the system to download Java applets from a server and execute them.  Microsoft embedded visual tools can be used for development of embedded software applications.
vi) Development Tools
Availability of a number of tools for development, debugging and testing as well as for modeling the embedded systems is now paving way for fast development of robust and reliable systems.  Development tools such as MATLAB and Simulink can be used to model an embedded system as well as to generate code, substantially reducing the development time.  Development tools such as BREW (Binary Runtime Environment for Wireless), Java 2 Micro Edition (J2ME) development tools, Wireless Application Protocol (WAP) development tools facilitate easy development of applications for mobile devices. The entire application can be developed and tested on desktop computers, and then deployed in the field.
vii) Programmable Hardware
Programmable Logic Devices (PLDs) and Field Programmable Gate Arrays (FPGAs) pave the way for reducing the components on an embedded system, leading to small, low-cost systems.  After developing the prototype of an embedded system, for mass production, an FPGA can be developed which will have all the functionality of the processor, peripherals as well as the application specific circuitry.
UNIT – IV
APPLICATIONS OF EMBEDDED SYSTEMS

Applications of Embedded Systems
Embedded systems are the applications that fuel some of the microprocessors that play a hidden but crucial role in our everyday lives. These are the tiny, quick, and smart microprocessors that live inside printers, answering machines, elevators, cars, cash machines, refrigerators, thermostats, wristwatches, and even toasters. Embedded systems are on the cutting edge of consumer electronics, poised to revolutionize various technologies by making them "smarter."
i) Consumer Appliances

At home we use a number of embedded systems which include digital camera, digital diary, DVD player, electronic toys, microwave oven, remote controls for TV and air conditioner, VCD player, video game consoles, video recorders etc.  Today’s high tech car has about 20 embedded systems for transmission control, engine spark control, air-conditioning, navigation etc.  Even wristwatches are now becoming embedded systems.  The palmtops are powerful embedded systems using which we can carry out many general purpose tasks such as playing games and word processing.
Digital diary : Casio digital diaries are electronic organizers capable of storing hundreds or thousands of memo, address, and schedule records. They were produced by Casio in the early and mid 1990s, but have since been entirely superseded by Mobile Phones and PDA's.

Casio digital diaries hosted a common set of features while some have had extra features specific to the model.

Features:

i) Telephone directory

Enter the first letter of a name to recall the name in an instant (Initial Search). Data is sorted automatically in alphabetical order.

ii) Schedule keeper

Keep track of appointments by entering the day, month, and year.

iii) Memo function

Store text data such as price lists, airplane schedules, movies schedules, concert schedules, anniversaries, and more.

iv) To do list

Keep track of daily tasks, checking off items as you complete them.

v) World time

Find out the current time in virtually any location on the globe.

vi) Secret memory area

The secret memory area keeps personal data private. Once a password is registered, data is locked away until the password is used to access the secret area.

vii) Alarm

A message appears and a buzzer sounds when a scheduled appointment time arrives.

viii) Metric conversion function

Conversion between metric units and another measurement unit.

ix) Currency conversion function

Instant conversion between two monetary units.
ii) Office Automation

The office automation products using embedded systems are copying machine, fax machine, key telephone, modem, printer, scanner etc.
Modem :
A modem (modulator-demodulator) is a device that modulates an analog carrier signal to encode digital information, and also demodulates such a carrier signal to decode the transmitted information. The goal is to produce a signal that can be transmitted easily and decoded to reproduce the original digital data. Modems can be used over any means of transmitting analog signals, from light emitting diodes to radio. The most familiar example is a voice band modem that turns the digital data of a personal computer into modulated electrical signals in the voice frequency range of a telephone channel. These signals can be transmitted over telephone lines and demodulated by another modem at the receiver side to recover the digital data.

Modems are generally classified by the amount of data they can send in a given unit of time, usually expressed in bits per second (bit/s, or bps). Modems can alternatively be classified by their symbol rate, measured in baud. The baud unit denotes symbols per second, or the number of times per second the modem sends a new signal. 

iii) Industrial Automation

Today a lot of industries use embedded systems for process control.  The embedded systems for industrial use are designed to carry out specific tasks such as monitoring the temperature, pressure, humidity, voltage, current etc., and then take appropriate action based on the monitored levels to control other devices or to send information to a centralized monitoring station.  In hazardous industrial environment, where human presence has to be avoided, robots are used, which are programmed to do specific jobs.  The robots are now becoming very powerful and carry out many interesting and complicated tasks such as hardware assembly.  Thirty years earlier, the Volkswagen 1600 used a microprocessor to control its fuel injection, making it the first embedded system in the auto industry. Today, a car's electronics cost more than the steel used to build it, and high-end cars can have more than 100 CPUs.
Industrial Robot:

An industrial robot is as an automatically controlled, reprogrammable, multipurpose manipulator programmable in three or more axes. The field of robotics may be more practically defined as the study, design and use of robot systems for manufacturing.  Typical applications of robots include welding, painting, assembly, pick and place (such as packaging, palletizing and SMT), product inspection, and testing; all accomplished with high endurance, speed, and precision.

iv) Medical Electronics

Almost every medical equipment in the hospital is an embedded system.  These equipments include diagnostic aids such as ECG, EEG, blood pressure measuring devices, X-ray scanners; equipment used in blood analysis, radiation, colonoscopy, endoscopy etc.  It is continuing to advance with more embedded systems for vital signs monitoring, electronic stethoscopes for amplifying sounds, and various medical imaging (PET, SPECT, CT, MRI) for non-invasive internal inspections.  Developments in medical electronics have paved way for more accurate diagnosis of diseases.   

Electrocardiography(ECG):

Electrocardiography (ECG or EKG from the Dutch Electrokardiogram) is a transthoracic (across the thorax or chest) interpretation of the electrical activity of the heart over a period of Time, as detected by electrodes attached to the outer surface of the skin and recorded by a device external to the body. The recording produced by this noninvasive procedure is termed as electrocardiogram (also ECG or EKG). An electrocardiogram (ECG) is a test that records the electrical activity of the heart.

ECG is used to measure the rate and regularity of heartbeats as well as the size and position of the chambers, the presence of any damage to the heart, and the effects of drugs or devices used to regulate the heart (such as a pacemaker).

v) Computer Networking

Computer networking products such as bridges, routers, Integrated Services Digital Networks (ISDN), Asynchronous Transfer Mode (ATM), X.25 and frame relay switches are embedded systems which implement the necessary data communication protocols.  For example, a router interconnects two networks.  The two networks may be running different protocol stacks.  The router’s function is to obtain the data packets from incoming ports, analyze the packets and send them towards the destination after doing necessary protocol conversion.  Most networking equipments, other than the end-systems (desktop computers) we use to access the networks, are embedded systems.

Asynchronous Transfer Mode (ATM) :

Asynchronous Transfer Mode (ATM) is a standard switching technique designed to unify telecommunication and computer networks. It uses asynchronous time-division multiplexing, and it encodes data into small, fixed-sized cells. This differs from approaches such as the Internet Protocol or Ethernet that use variable sized packets or frames. ATM provides data link layer services that run over a wide range of OSI physical Layer links. ATM has functional similarity with both circuit switched networking and small packet switched networking. It was designed for a network that must handle both traditional high-throughput data traffic (e.g., file transfers), and real-time, low-latency content such as voice and video. ATM uses a connection-oriented model in which a virtual circuit must be established between two endpoints before the actual data exchange begins. ATM is a core protocol used over the SONET/SDH backbone of the public switched telephone network (PSTN) and Integrated Services Digital Network (ISDN), but its use is declining in favour of All IP.

vi) Tele Communications

In the field of telecommunications, the embedded systems can be categorized as subscriber terminals and network equipment.  The subscriber terminals such as key telephones, ISDN phones, terminal adapters, web cameras are embedded systems.  The network equipment includes multiplexers, multiple access systems, Packet Assemblers Dis-assemblers (PADs), satellite modems etc.  IP phone, IP gateway, IP gatekeeper etc are the latest embedded systems that provide very low-cost voice communication over the Internet.
Web camera:

A webcam is a video camera that feeds its images in real time to a computer or computer network, often via USB, ethernet, or Wi-Fi. 

Their most popular use is the establishment of video links, permitting computers to act as videophones or videoconference stations. This common use as a video camera for the World Wide Web gave the webcam its name. Other popular uses include security surveillance and computer vision and there are also uses on sites like video broadcasting services and for recording social videos.

Webcams are known for their low manufacturing cost and flexibility, making them the lowest cost form of videotelephony. They have also become a source of security and privacy issues, as some built-in webcams can be remotely activated via spyware.

Packet Assembler/Disassembeler :

A packet assembler/disassembler, abbreviated PAD is a communications device which provides multiple asynchronous terminal connectivity to an X.25 (packet-switching) network or host computer. It collects data from a group of terminals and places the data into X.25 packets (assembly). A PAD also does the reverse, it takes data packets from packet-switching network or host computer and returns them into a character stream that can be sent to the terminals (disassembly). A FRAD (Frame Relay Assembler/Disassembler) is a similar device for accessing Frame Relay networks.

vii) Wireless Technologies

Advances in mobile communications are paving way for many interesting applications using embedded systems.  The mobile phone is one of the marvels of the last decade of the 20th century.  It is a very powerful embedded system that provides voice communication while we are on the move.  The Personal Digital Assistants and the palmtops can now be used to access multimedia services over the Internet.  Mobile communication infrastructure such as base station controllers, mobile switching centers are also powerful embedded systems. 

Personal Digital Assistants (PDAs):

A personal digital assistant (PDA), also known as a palmtop computer, or personal data assistant, is a mobile device that functions as a personal information manager. Current PDAs often have the ability to connect to the Internet. A PDA has an electronic visual display, enabling it to include a web browser, but some newer models also have audio capabilities, enabling them to be used as mobile phones or portable media players. Many PDAs can access the Internet, intranets or extranets via Wi-Fi or Wireless Wide Area Networks. Many PDAs employ touchscreen technology.
viii) Instrumentation

Testing and measurement are the fundamental requirements in all scientific and engineering activities.  The measuring equipment we use in laboratories to measure parameters such as weight, temperature, pressure, humidity, voltage, current etc are all embedded systems.  Test equipment such as oscilloscope, spectrum analyzer, logic analyzer, protocol analyzer, radio communication test set etc. are embedded systems built around powerful processors.  Thanks to miniaturization, the test and measuring equipment are now becoming portable facilitating easy testing and measurement in the field by field-personnel.

Spectrum analyzer:
A spectrum analyzer measures the magnitude of an input signal versus frequency within the full frequency range of the instrument. The primary use is to measure the power of the spectrum of known and unknown signals. The input signal a spectrum analyzer measures is electrical, however, spectral compositions of other signals, such as acoustic pressure waves and optical light waves, can be considered through the use of an appropriate transducer.

By analyzing the spectra of electrical signals, dominant frequency, power, distortion, harmonics, bandwidth, and other spectral components of a signal can be observed that are not easily detectable in time domain waveforms. These parameters are useful in the characterization of electronic devices, such as wireless transmitters.

The display of a spectrum analyzer has frequency on the horizontal axis and the amplitude displayed on the vertical axis. To the casual observer, a spectrum analyzer looks like an oscilloscope and, in fact, some lab instruments can function either as an oscilloscope or a spectrum analyzer.

ix) Security

Security of persons and information has always been a major issue.  We need to protect our homes and offices; and also the information we transmit and store.  Developing embedded systems for security applications is one of the most lucrative business nowadays.  Security devices at homes, offices, airports etc. for authentication and verification are embedded systems.  Encryption devices are used to encrypt the data/voice being transmitted on communication links such as telephone lines.  Biometric systems using fingerprints and face recognition are now being extensively used for user authentication in banking applications as well as for access control in high security buildings.
Home security devices:
Electronic security systems are effective. Some of the home security devices are Electronic alarms, barrier bars, motion detectors etc.,
"Protected by" yard sign - warns potential intruders that your home is protected with the power of an electronic home security system.

Barrier bars - protect particularly vulnerable areas of your home, such as small basement windows.

Closed-circuit TV - miniature video cameras connected to your television let you see what's happening on your property whether it's inside or at your doorstep.

Door and/or window contacts - add-ons to electronic systems that trigger the alarm if a door or window is opened. They are recommended for all doors and windows at ground level, windows near trees or shrubs, and doors and windows that are dark or hidden from view.

Glass break detector - electronic sensors for large windows, patio doors, sunrooms and other large expanses of glass.

Outdoor siren and strobe - the noise and flashing lights can alert you and your neighbors to an emergency.

Motion detector - an electronic device that detects movement in rooms, hallways and on stairs.

Wireless panic button - an electronic device that lets you call for help at the touch of a button.

Monitored fire detection system - sounds an audible alarm and automatically sends a signal to the fire department.
x) Finance

Financial dealing through cash and cheques are now slowly paving way for transactions using smart cards and ATM (Automatic Teller Machine, also expanded as Any Time Money) machines.  Smart card, of the size of a credit card, has a small micro-controller and memory; and it interacts with the smart card reader /ATM machine and acts as an electronic wallet.  Smart card technology has the capability of ushering in a cashless society.
Credit Card:

A credit card is a small plastic card issued to users as a system of payment. It allows its holder to buy goods and services based on the holder's promise to pay for these goods and services. The issuer of the card creates a revolving account and grants a line of credit to the consumer (or the user) from which the user can borrow money for payment to a merchant or as a cash advance to the user.

A credit card is different from a charge card: a charge card requires the balance to be paid in full each month. In contrast, credit cards allow the consumers a continuing balance of debt, subject to interest being charged. A credit card also differs from a cash card, which can be used like currency by the owner of the card. Most credit cards are issued by banks or credit unions.
Smart Card:
A smart card, chip card, or integrated circuit card (ICC), is any pocket-sized card with embedded integrated circuits. A smart card or microprocessor cards contain volatile memory and microprocessor components. The card is made of plastic, generally polyvinyl chloride, but sometimes acrylonitrile butadiene styrene or polycarbonate. Smart cards may also provide strong security authentication for single sign-on (SSO) within large organizations.
Smart cards can provide identification, authentication, data storage and application processing.

The benefits of smart cards are directly related to the volume of information and applications that are programmed for use on a card. A single contact/contactless smart card can be programmed with multiple banking credentials, medical entitlement, driver’s license/public transport entitlement, loyalty programs and club memberships to name just a few. Multi-factor and proximity authentication can and has been embedded into smart cards to increase the security of all services on the card. For example, a smart card can be programmed to only allow a contactless transaction if it is also within range of another device like a uniquely paired mobile phone. This can significantly increase the security of the smart card.
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